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By Alan J. Sedley

HIPAA

Health Insurance Portability & Accountability Act SECURITY

4

To Preserve and Protect

PERSONAL DATA

Every byte of personal, individual identifiable data, such as that stored
at banks, schools, places of employment, and online merchant services—
name, address, social security number, date of birth, bank account
numbers, employers, and the identity of family members, for example—
could, with a simple send command and without adequate safeguards in
place, effortlessly become the source of exploitation, monetization, and

even personal humiliation. PA

S
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VER THE PAST THIRTY YEARS, RAPID-FIRE

advances in technology have resulted in the massive

electronic dissemination of information across
countless numbers of networks and platforms.

As a result, it has become essential that effective
safeguards be designed and implemented to protect the
public from both the inadvertent and deliberate collection
and dissemination of personal information by others
unauthorized to do so.

Every byte of personal, individual identifiable data, such
as that stored at banks, schools, places of employment,
and online merchant services—name, address, social
security number, date of birth, bank account numbers,
employers, and the identity of family members, for
example—could, with a simple send command and without
adequate safeguards in place, effortlessly become the
source of exploitation, monetization, and even personal
humiliation.

Not the least of all individual privacy concerns, and a
readily available source for potential breaches of security,
involves the security of personal health information.

With that in mind, and as information technology and
its advancements and growth continue to surge, there is a
palpable sense of urgency among those in both the health
care industry and in government to address the growing
threat to patient confidentiality and privacy.

In response to those concerns, the tech industry went
to work to develop a multitude of security hardware and
software programs, while federal and state legislators
sought to craft laws, rules and regulations to enforce the
implementation of such necessary safeguards.

Enter HIPAA

The need for national standards for the privacy of
individually identifiable health information gave rise to

the promulgation of the Privacy Rule, issued by the
Department of Health and Human Services (HHS), to serve
as an element of the Health Information Portability and
Accountability Act of 1996 (HIPAA).!

HHS issued the Privacy Rule to implement the
requirements of HIPAA and provide standards for the
protection of certain sensitive personal health information.

The Privacy Rule standards address the use and
disclosure of individuals’ health information, called
protected health information, or PHI, by organizations or
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individuals subject to the HIPAA Privacy Rule, one of a series
of rules implemented by HHS under the HIPAA legislation.

Other rules promulgated under the Act include its
Transactions and Code Set Standards, Identifier Standards, as
well as the Security Rule, and the Enforcement Rule.?

The HIPAA Privacy Rule standards address the use and
disclosure of individuals’ health information—for example, PHI,
by organizations, or covered entities, subject to HIPAA Privacy
Rules—as well as setting standards for individuals’ privacy rights
S0 as to provide the covered entity with the necessary tools to
control exactly how an individual’s health information is used.

Within HHS, the Office for Civil Rights has the responsibility
for implementing and enforcing the HIPAA Privacy Rule
regarding compliance activities. In addition, the Office assesses
civil monetary penalties for those covered entities and others
who violate these standards.

Basically, a primary goal of the HIPAA Privacy Rule is to
ensure that individuals’ health information is properly protected,
while, at the same time, allowing the flow of information needed
to promote and provide high quality health care to individuals.

Who is Covered

The HIPAA Privacy Rule applies to health plans, health

care clearinghouses and any health care provider—the
aforementioned covered entities—that transmits health
information in an electronic form in connection with transactions
for which the HHS Secretary has adopted standards under
HIPAA.

Health Plans
Individual and group health plans that provide or pay the cost of
medical care are designated as covered entities.®

Health plans include health, dental, prescription drug and
vision insurers, health maintenance organizations (HMOs),
long-term care insurers, and federally provided health plans
such as Medicare, Medicaid, or Medi-Cal in California,
Medicare Advantage, and Medicare supplement insurers.

Health plans may also include employer-sponsored group
health plans, government and religious-sponsored health
plans, and multi-employer health plans.

There are certain exclusions to the definition of a health
plan for purposes of the HIPAA regulations—a group health
plan, for instance, covering fewer than fifty employees that is
self-administered by the employer is not deemed a health plan
within the province of HIPAA.4

Alan J. Sedley serves as Senior Counsel at the firm of Nelson Hardiman in Los Angeles. His career-long focus has
been on healthcare and medical-related law. He can be reached at asedley @nelsonhardiman.com.
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Health Care Clearinghouses

Health Care clearinghouses are covered entities for
purposes of the HIPAA regulations that process nonstandard
information they receive from another entity into a standard—
for example, standard format or data content—or vice versa.®

Examples of health care clearinghouses include billing
services, community health management information
systems, and repricing companies.

In most instances, health care clearinghouses receive
individually identifiable health information only when they are
providing such processing services to a health plan or health
care provider in its legal capacity as a business associate.

In these instances, only certain provisions of HIPAA
are applicable to the health care clearinghouse’s uses and
disclosures of protected health information.®

Health Care Providers

A health care provider who electronically transmits or
receives patient health information in connection with certain
standard transactions is designated as a covered entity.

A health care provider deemed to be a covered entity
under the HIPAA regulations—the Transactions Rule—is
broadly defined as a provider of medical or health services
under Medicare Part A—e.g., hospital services—or Part B—
e.g., physician services—or any other person or organization
that furnishes, bills for services rendered, or is paid for health
care in the normal course of business.

Such a provider will include physicians—whether or not
the physician in question operates a solo practice oris a
member of a large health care provider group—dentists, and
chiropractors, as well as hospitals and other institutional
providers of health care services such as long term care
facilities, health care outpatient clinics, and diagnostic
facilities.

For purposes of the HIPAA Privacy Rule, such
transactions would include claims, benefit eligibility inquiries,
referral authorization requests, or other transactions for which
HHS has established standards as laid-out in the HIPAA
Transaction Rule.”

A transaction where, for example, a health care provider
transmits PHI to a health plan to obtain authorization for
patient care to ensure coverage eligibility falls within the
provisions of the Rule.

Business Associates & Covered Entities
For purposes of the HIPAA Privacy Rule, a business associate
is a person or organization, other than a member of a
covered entity’s workforce, “that performs certain functions
or activities on behalf of, or provides certain services to, a
covered entity that involve the use or disclosure of individually
identifiable public health information, or PHI.”®

A business associate functions or activities on behalf of
a covered entity include claims processing, data analysis,



utilization review, billing, transcription services, temporary
staffing services, and software development/maintenance.®

Business associate services to a covered entity are
limited to legal, actuarial, accounting, consulting, data
aggregation, management, administrative, accreditation, or
financial services.

Note, however, that persons or organizations are not
considered business associates “if their functions or services
do not involve the use or disclosure of PHI, or where any
access to PHI by such individuals would be considered
incidental.”

By definition, a covered entity can be the business
associate of another covered entity.

When a covered entity uses a business associate to
perform such functions or activities on behalf of the covered
entity, HIPAA regulations require that the covered entity
enter into a business associate agreement with the business
associate.

Such an agreement will include provisions imposing
specified written security safeguards on the PHI used or
disclosed by its business associate, such as administrative,
technical, and physical safeguard requirements as laid out in
the HIPAA Security Rule.

Effectively, every safeguard provided by the Rule is
required unless there is a justifiable reason not to implement
the safeguard or an appropriate alternative to the safeguard
is implemented and achieves the same objective.

An example of such a reason could be the requirement
to encrypt emails containing PHI.

Such a requirement might not be applicable if such
emails are not sent beyond a firewalled, internal server.

If a covered entity or business associate only uses
such emails as an internal form of communication—or has
an authorization from a patient to send their information
unencrypted—there would be no need to implement this
particular safeguard.

What Information is Protected
The HIPAA Privacy Rule protects all individually identifiable
health information held or transmitted by a covered entity or
its business associate, in any form or media, whether it be
electronic, on paper, or by oral communication.

The Rule considers this information protected health
information, or PHI.10

Individually identifiable health information is information
that relates to:

= The individual’s past, present or future physical or
mental health or condition, The provision of health care
to the individual; or,

= The past, present or future payment for the provision
of health care to the individual, and that identifies the

individual or for which there is a reasonable basis to
believe it can be used to identify the individual.'!

De-identified health information is not protected health
information, and, therefore, there are no restrictions on the
use or disclosure of de-identified health information.2

To fall under the de-identified information safe harbor,
certain data should not be in the information disclosed—
names, in whole or in part; geographical identifiers; phone
or fax numbers; email addresses; medical record numbers;
account numbers; vehicle identification numbers (VINS);
vehicle license plate numbers; web urls; and internet
protocol (IP) addresses.

Additional prohibited data includes biometric identifiers,
such as retinal and voice prints and fingerprints; full face
photographic images; social security numbers (SSNs);
health insurance beneficiary numbers; and any other unique
identifying number, characteristic, or code. 3

Patient Privacy Right
The HIPAA Privacy Rule establishes a patient’s right to
receive a Notice of Privacy Practices (NPP) from a Covered
Entity, which specifies the ways in which the covered entity
will use and disclose the patient’s PHI. 14

Under the Rule, the NPP must be written in plain
language, include all of the required content and elements
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set forth in the Rule, and be either provided or made
available at specified times and locations.'®

Among other requirements, the NPP must contain
anticipated uses and disclosures of the individual’s PHI by
the Covered Entity for purposes of treatment, payment and
health care operations, as well as a description of each of
the other uses or disclosures which the covered entity may
make without obtaining the individual’s written authorization.

The description must also be sufficiently detailed so that
the individual is placed on notice of the anticipated use or
disclosure.

The Notice of Privacy Practices must also set forth a
statement of the individual’s rights with respect to PHI, such
as the right to:

= Request restrictions on certain uses and disclosures of
PHI;

= Receive confidential information from the covered
entity;

= Inspect, copy and amend the individual’s own PHI; and,

= Receive an accounting of disclosures (but not uses) of
PHI.

A covered entity is required to act on an individual’s
request to access, inspect a copy of their own PHI with
certain exceptions, within thirty (30) days of the request if
the PHI is accessible on-site or sixty (60) days if the PHI is
located off-site.

A covered entity is permitted to deny access to certain
public health information with no opportunity for appeal.

Such information includes psychotherapy notes;
information compiled in reasonable anticipation of, or
for use in, a civil, criminal, or administrative action or
proceeding; information held by prisons on inmates;
information held by a research entity when the individual has
agreed, as part of the research protocol, to the limitation
on access for the duration of the research project; and,
information obtained from someone other than a health care
provider under a promise of confidentiality.

A covered entity may also deny access to certain PHI
if upon review, another licensed health care provider has
determined that the request is reasonably likely to endanger
the life or physical safety of the individual or another person;
the PHI contains a reference to another person; the access
requested is reasonably likely to cause substantial harm to
such other person; or the request is made by a personal
representative and the access is reasonably likely to cause
substantial harm to the individual or to another person.

If access is denied on the grounds stated immediately
above, the individual has the right to have the denial
reviewed by a licensed health care professional, designated
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by the covered entity, who did not participate in the original
denial.

Patient’s Rights to Amend

A patient has the right to have a covered entity amend PHI to
ensure that the information is accurate and complete for as
long as the covered entity maintains the PHI.6

Should the covered entity accept the requested
amendment, it must make the correction in all affected efforts,
make reasonable efforts to inform its business associates and
others that have received the PHI of the correction, and notify
the patient of those actions.

A covered entity may deny a patient’s request to amend
its PHI if, for example, the PHI was not created by that
covered entity; the PHI is excepted from the right of access
such as psychotherapy notes, and information in reasonable
anticipation of, or for use in, a civil, criminal or administrative
action or proceeding); or, in the covered entity’s opinion, the
PHI is already accurate and complete.

In such instances of denial, the covered entity must
provide the individual with a timely, written denial, the basis for
the denial, the individual’s right to submit a written statement
of disagreement, and a description of how the individual
may complain to the appropriate federal agency such as the
Department of Health and Human Services.

A covered entity that is informed by another covered entity
of an amendment to an individual’s public health information
must, as well, amend the PHI in its own records.

Violations of HIPAA
The HIPAA Enforcement Rule establishes the framework for
compliance and investigations, and determining the amount of
civil monetary penalties to be imposed upon covered entities
who violate any provision of the HIPAA Privacy and Security
Rules, as well as the procedures for hearings.

The Enforcement Rules establish critical definitions that
significantly affect the extent of civil monetary penalties.!”

They include reasonable cause, reasonable diligence, and
willful neglect.®

Most critically, the Rules define willful neglect as a
“conscious, intentional failure or reckless indifference to the
obligation to comply with the provision violated” and could
result in significant civil monetary penalties ranging from $100
per violation up to a maximum of $25,000 levied by the Office
of Civil Rights.™®

The HITECH Act

Despite requiring that the relationship between covered
entities and business associates be memorialized in a written
agreement that sets forth the several requisite provisions, the
original HIPAA regulations offered no avenue for enforcement
against business associates who violated their agreements or
the provisions of HIPAA.

www.sfvba.org



The HITECH Act was enhanced by subjecting business
associates directly to the standards set forth in the HIPAA
Security Rule, as well as certain aspects of the HIPAA
Privacy Rule. This was done through the promulgation of
the Omnibus Rule, which extends direct liability to business
associates for HIPAA violations.20

The Omnibus Rule implemented HITECH’s requirement
that business associates must comply with the HIPAA
Security Rule in the same manner applicable to covered
entities.

Minimum compliance for business associates includes
developing and performing a full risk analysis, as well as
developing and implementing internal policies and
procedures intended to satisfy the required elements
of the HIPAA Security Rule’s physical, technical, and
administrative ePHI safeguards.

To the extent that the business associate receives or
generates PHI, the associate must also comply with the
basic provisions of the HIPAA Privacy Rule prohibiting the
use and disclosure of PHI in any manner not permitted by
the Privacy Rule.?

Moreover, a business associate that is engaged
to carry out one of the covered entity’s responsibilities
under the HIPAA Privacy Rule—for example, handling an
individual’s request for access to their PHI—must comply
with the Privacy Rule in carrying out those responsibilities.

A business associate’s failure to comply with the
requirements of the HIPAA Privacy and Security Rules
can possibly give rise to direct liability and potential civil
monetary penalties levied by the Office of Civil Rights.

Breach Notification

Before the HITECH Act, there was no express requirement
that a covered entity notify an individual, such as a patient,
about an unauthorized disclosure of the individual’s PHI.

Under the HITECH Act, Congress addressed that
omission by defining a breach of PHI as the “unauthorized
acquisition, access, use or disclosure of PHI which
compromises the security or privacy of such information,
except where an unauthorized person to whom such
information is disclosed would reasonably have been able
to retain such information.”22

Tossing out the Office of Civil Rights attempt to clarify
the instance of a breach of PHI in terms of a risk of harm
threshold standard, the subsequent Omnibus Act took a
harder stance.

According to the new standard, unauthorized
disclosures of PHI are presumed to be a breach requiring
reporting, unless the covered entity can demonstrate a
low probability that the PHI has been compromised—for
example, when that the breach event was remedied before
it could constitute a vulnerability or that the information was
not accessed.

www.sfvba.org
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This shifts the burden of proof to the covered entity,
and requires that the covered entity either assume that every
unauthorized disclosure is a breach, or perform a risk analysis
on every such incident to determine whether the incident can
be mitigated to the extent that it no longer constitutes a breach,
using a specific delineated set of factors.

Those factors include the nature and extent of the PHI
involved with the covered entity required to conduct an
investigation to determine whether the PHI was actually
acquired or viewed.

Once the covered entity performs such a risk analysis, it
can then determine whether there is a low probability that the
PHI has been compromised.

If the analysis does not convincingly demonstrate to the
covered entity that the PHI was not compromised, the required
course of action dictates notification to the individuals and
reporting to the Office of Civil Rights.

Breach Analysis

The breach analysis under the Omnibus Act can best be
summarized as a four-step process—discovery; investigation;
analysis; and response, whether or not notice and reporting are
required.

VIRTUAL EVENT

12:15 PM

Any deviation from an analysis, or an attempt to pre-
determine an outcome in the course of the investigation such
that a non-breach is determined and thus reporting avoided,
could very well give rise to severe monetary penalties.

In addition, civil actions could be brought by the individual
whose PHI was breached, once the incident is objectively
reviewed by the Office of Civil Rights when the occurrence was
brought to light. &~
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